
Helping Schools Secure Their Networks While Saving Their BudgetsE D U C A T I O N



SonicWALL Delivers Integrated, Affordable Network Security Solutions for Schools 

Opportunities and Challenges 
The Internet is forever changing education. It’s opening up a 

world of opportunities, transforming how students learn and 

teachers teach. Today, even a one-room schoolhouse can be 

connected to the rest of the world. A student in Texas can tap 

into research resources in London. A group of kids in Rome 

can collaborate with another in Boston. And teachers and 

administrators can work more effi  ciently than ever. 

But the Internet has a dark side, too. Lurking beyond your 

gateway are vast amounts of inappropriate Web content, 

malicious viruses and individuals looking to breach your 

school’s network security. 

Network risks 

Nowadays, a school or district’s network is at risk from 

the same viruses, worms and hacker attacks that plague 

businesses. Always-on broadband connections mean you 

must protect your network around the clock, seven days 

a week. Laptops expose you to viruses picked up from 

unsecured home networks. And if that weren’t enough, your 

wireless network is probably relying on a fl awed security 

protocol, which can easily be cracked with software 

downloaded from the Internet.

No Child Left Behind 

Further complicating matters is the No Child Left Behind Act. 

With new requirements for reporting and accountability, 

schools are now building large data warehouses to store 

highly sensitive information–student grades, medical history 

and even Social Security numbers. Many parents are demanding 

easy access to their child’s information, opening your network 

to potential security breaches. 

Student hackers 

And don’t forget the students themselves. Besides the usual 

student hackers using tools they can easily access from the 

Web, you have to look out for vulnerabilities caused by 

popular activities like instant messaging and peer-to-peer fi le 

sharing. Programs like Kazaa and Morpheus not only eat up 

your valuable bandwidth, they also expose the network to 

backdoor attacks and expose the school to potential legal 

liability claims. 

How can schools keep up?

 It’s clear schools need the same layers of network security 

technology that businesses use. But deploying multiple 

devices from diff erent sources can be a real nightmare.  

While big business often solve these security problems with 

sizeable IT staff s and generous technology budgets, that just 

isn’t an option for school districts. So what’s the answer? 

Aff ordable, integrated network security, from SonicWALL®.

SonicWALL Solutions for Education
Powerful security appliances 

To meet these challenges, SonicWALL has developed fully 

integrated security appliances delivering everything you 

need to protect your network. We off er a range of products 

“ SonicWALL provides powerful, integrated Internet security 
solutions that address our needs. SonicWALL’s complete 
solution eliminates integration and maintenance problems 
that come from using multiple vendors, resulting in 
significant infrastructure cost and manpower savings.”

 — Mike Cothren,
     MIS Director, 
  Pulaski County Special School District, AK



and services, from aff ordable solutions tailored for smaller 

schools to powerful solutions with the capacity to serve an 

entire school district. 

All SonicWALL security appliances feature deep packet inspection 

fi rewalls which act as the fi rst line of defense against security 

breaches. Integrated IPSec virtual private networking (VPN) 

delivers a secure and aff ordable means of connecting remote 

locations or staff  working from home. 

Integrated services 

To include additional layers of protection in your network, 

simply add one or more of our security services, such as 

content fi ltering, anti-virus, anti-spyware and intrusion 

prevention. These services run seamlessly on your SonicWALL 

security appliance under a unifi ed management system. And 

with everything coming from one source, you won’t run afoul 

of complications that pop up when multiple solutions from 

diff erent vendors don’t work well together. It all adds up to 

lower total cost of ownership.

Flexible, aff ordable content fi ltering

 SonicWALL content fi ltering solutions off er the most 

aff ordable way to protect your students from harmful and 

inappropriate Web content. Our Content Filtering Service 

(CFS) is ideal for small to mid-sized school districts looking 

for a cost-eff ective, integrated solution. Running on all 

SonicWALL network security appliances, CFS features a 

continuously updated, comprehensive database of over 4 

million Web sites, domains and IP addresses.

For school districts requiring a more full-featured service, 

SonicWALL’s Content Security Manager (CSM) off ers an 

aff ordable alternative to enterprise-class content management 

solutions. This dedicated in-line fi ltering appliance integrates 

seamlessly into virtually any network topology. It features 

dynamic onboard rating and controls instant messaging, 

peer-to-peer and multimedia applications.

Adding more protection, not costs 

SonicWALL’s Intrusion Prevention Service (IPS) uses a dynamically 

updated database of over 3,400+ attacks and vulnerabilities to 

put a stop to network attacks, malicious traffi  c, Trojans, and 

worms. It also closes possible backdoor network vulnerabilities 

by blocking peer-to-peer sharing, and instant messaging. 

Blocking such applications not only saves valuable network 

bandwidth it also reduces the legal liability associated with 

students illegally swapping music and other fi les.

SonicWALL’s Enforced Client Anti-Virus and Anti-Spyware 

gives schools an automatically updated solution that 

eliminates time-consuming machine-by-machine anti-virus 

deployments and updates. Because students and teachers 

must have the latest updates running on their systems to 

access the Internet, you’ll know you always have the highest 

level of protection.

Making wireless secure and aff ordable 

Wireless networking off ers many benefi ts for schools, from 

a cost-eff ective means of extending network access to the 

convenience of mobile computing carts. Yet the management 

and security challenges are considerable. 

SonicWALL’s Secure Distributed Wireless Solution makes these 

challenges a thing of the past. With a SonicWALL network 

security appliance acting as a gateway for up to 128 wireless 

access points, the management and security of your campus 

wireless network can be handled on the same platform used 

for your wired network.

SonicWALL also off ers higher levels of wireless security, 

allowing the enforcement of robust IPSec VPN for all wireless 

traffi  c. Rogue access point detection neatly slams shut yet 

another wireless security backdoor. Finally, students and staff  

can enjoy secure extended wireless coverage with seamless 

roaming across the wireless network.

Tying it together with management and reporting

 Integrated security demands an integrated approach to 

management. So our Global Management System (GMS) 

makes it easy for you to manage your complete security 

solution from one location. Confi gure fi rewall settings,  

deploy VPN to any user, add more layers of protection with 

additional services — all with the click of your mouse. You’ll 

cut staffi  ng needs, speed deployments and lower overall 

management costs. 

GMS also includes ViewPoint reporting software, which 

produces graphical reports on all fi rewall and network 

activity, helping you fi ne-tune your security policies while 

demonstrating CIPA compliance.

“

“ With the SonicWALL Global Management System, we can 
easily make on-the-fly changes, quickly pushing out security 
policy updates across the entire district. SonicWALL enables 
me to manage with a small staff – I don’t need to send people 
to every school to implement firewall and filtering updates.”

 — Dennis Peterson,
     Technical Services Manager,
  Kansas City School District, MO
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SonicWALL Delivers Integrated, Cost-Eff ective Network Security Solutions 

SonicWALL’s family of network security appliances combines robust UTM security services with high-speed deep 

packet inspection to provide small, mid-size and large academic environments with the best protection possible. 

SonicWALL TZ, NSA and E-Class NSA appliances are engineered to reduce cost, risk and complexity by integrating 

automated and dynamic security capabilities for comprehensive protection and maximum performance.

■  SonicWALL E-Class NSA Series
The SonicWALL E-Class NSA Series features the industry’s first network security appliances to perform RFDPI over 

specialized multi-core processors, delivering comprehensive state-of-the-art UTM without sacrificing network 

throughput. E-Class NSA is ideal for high-performance network security deployed across large and distributed 

campus environments.

■  SonicWALL NSA Series
The SonicWALL NSA Series brings the power and performance of multi-core RFDPI and comprehensive UTM to 

small-to-midsize academic environments. With advanced routing, stateful high-availability and high-speed VPN 

technology, the NSA Series adds security, reliability, functionality and productivity to main campuses, remote 

campuses and distributed mid-size academic networks, while minimizing cost and complexity.

■  SonicWALL TZ Series
The SonicWALL TZ Series integrates RFDPI, UTM, 802.11b/g secure wireless, and failover/failback into an easy-to-

use, affordable solution. A complete security firewall for smaller educational institutions, the TZ Series is flexibly 

scalable for remote and WiFi campuses in larger distributed implementations.

SonicWALL Content Filtering Solutions
■  SonicWALL Content Filtering Service (CFS) 

SonicWALL Content Filtering Service is ideal for school districts seeking a cost-effective, integrated filtering 

solution. This subscription-based service runs on all SonicWALL security appliances and leverages a dynamic 

database of millions of Web sites and IP addresses.

■  SonicWALL Content Security Manager 

SonicWALL Content Security Manager offers an affordable alternative to enterprise-class content management 

solutions. It consists of a dedicated in-line filtering appliance which integrates into virtually any network 

topology. Features include dynamic onboard rating, built-in reporting functionality and the ability to block 

instant messaging, peer-to-peer and multimedia applications.

Scalable Integrated Solutions for Comprehensive Protection 

SonicWALL complements its network security appliance line with a fully-scalable range of integrated Secure 

Remote Access (SRA), Email Security, and Backup and Recover solutions.

■  SonicWALL Secure Remote Access (SRA)
SonicWALL Aventail® E-Class Secure Remote Access and SonicWALL SRA for SMB deliver flexible, scalable 

academic solutions for secure remote access, disaster recovery, wireless networking and secure extranets, 

extending clientless mobile access over standard Web browsers to laptops, wireless PDAs and smartphones 

with unsurpassed granular control. SonicWALL E-Class NSA and NSA solutions feature integrated site-to-site 

IPSec VPN functionality.

■  SonicWALL Email Security
SonicWALL Email Security (SES) solutions all deliver powerful protection against inbound spam, phishing, 

viruses, Denial-of-Service, Directory Harvest and Zombie attacks, while preventing outbound leaks of confidential 

information and violations of regulatory compliance laws. Easy-to-use and manage, the self-running and self-

updating SES solutions are ideal for any size academic environment.

■  SonicWALL Backup and Recovery
SonicWALL Continual Data Protection (CDP) solutions provides complete end-to-end policy-based data protection 

and business continuity for small and medium-sized academic environments by automatically backing up 

changed data to integrated disk storage in real time. CDP supports most business applications such as SQL 

Server and MS Exchange, as well as backup of files and folders. Lost data can be restored instantly from a 

choice of previous versions.

SonicWALL Delivers Integrated, Affordable Network Security Solutions for Schools

For more information on SonicWALL‘s solutions for education, please visit our Web site at 

please visit www.sonicwall.com.



<<
  /ASCII85EncodePages false
  /AllowTransparency false
  /AutoPositionEPSFiles true
  /AutoRotatePages /All
  /Binding /Left
  /CalGrayProfile (Dot Gain 20%)
  /CalRGBProfile (sRGB IEC61966-2.1)
  /CalCMYKProfile (U.S. Web Coated \050SWOP\051 v2)
  /sRGBProfile (sRGB IEC61966-2.1)
  /CannotEmbedFontPolicy /Warning
  /CompatibilityLevel 1.4
  /CompressObjects /Tags
  /CompressPages true
  /ConvertImagesToIndexed true
  /PassThroughJPEGImages true
  /CreateJDFFile false
  /CreateJobTicket false
  /DefaultRenderingIntent /Default
  /DetectBlends true
  /DetectCurves 0.0000
  /ColorConversionStrategy /LeaveColorUnchanged
  /DoThumbnails false
  /EmbedAllFonts true
  /EmbedOpenType false
  /ParseICCProfilesInComments true
  /EmbedJobOptions true
  /DSCReportingLevel 0
  /EmitDSCWarnings false
  /EndPage -1
  /ImageMemory 1048576
  /LockDistillerParams false
  /MaxSubsetPct 100
  /Optimize true
  /OPM 1
  /ParseDSCComments true
  /ParseDSCCommentsForDocInfo true
  /PreserveCopyPage true
  /PreserveDICMYKValues true
  /PreserveEPSInfo true
  /PreserveFlatness true
  /PreserveHalftoneInfo false
  /PreserveOPIComments false
  /PreserveOverprintSettings true
  /StartPage 1
  /SubsetFonts true
  /TransferFunctionInfo /Apply
  /UCRandBGInfo /Preserve
  /UsePrologue false
  /ColorSettingsFile ()
  /AlwaysEmbed [ true
  ]
  /NeverEmbed [ true
  ]
  /AntiAliasColorImages false
  /CropColorImages true
  /ColorImageMinResolution 300
  /ColorImageMinResolutionPolicy /OK
  /DownsampleColorImages true
  /ColorImageDownsampleType /Bicubic
  /ColorImageResolution 300
  /ColorImageDepth -1
  /ColorImageMinDownsampleDepth 1
  /ColorImageDownsampleThreshold 1.50000
  /EncodeColorImages true
  /ColorImageFilter /DCTEncode
  /AutoFilterColorImages true
  /ColorImageAutoFilterStrategy /JPEG
  /ColorACSImageDict <<
    /QFactor 0.15
    /HSamples [1 1 1 1] /VSamples [1 1 1 1]
  >>
  /ColorImageDict <<
    /QFactor 0.15
    /HSamples [1 1 1 1] /VSamples [1 1 1 1]
  >>
  /JPEG2000ColorACSImageDict <<
    /TileWidth 256
    /TileHeight 256
    /Quality 30
  >>
  /JPEG2000ColorImageDict <<
    /TileWidth 256
    /TileHeight 256
    /Quality 30
  >>
  /AntiAliasGrayImages false
  /CropGrayImages true
  /GrayImageMinResolution 300
  /GrayImageMinResolutionPolicy /OK
  /DownsampleGrayImages true
  /GrayImageDownsampleType /Bicubic
  /GrayImageResolution 300
  /GrayImageDepth -1
  /GrayImageMinDownsampleDepth 2
  /GrayImageDownsampleThreshold 1.50000
  /EncodeGrayImages true
  /GrayImageFilter /DCTEncode
  /AutoFilterGrayImages true
  /GrayImageAutoFilterStrategy /JPEG
  /GrayACSImageDict <<
    /QFactor 0.15
    /HSamples [1 1 1 1] /VSamples [1 1 1 1]
  >>
  /GrayImageDict <<
    /QFactor 0.15
    /HSamples [1 1 1 1] /VSamples [1 1 1 1]
  >>
  /JPEG2000GrayACSImageDict <<
    /TileWidth 256
    /TileHeight 256
    /Quality 30
  >>
  /JPEG2000GrayImageDict <<
    /TileWidth 256
    /TileHeight 256
    /Quality 30
  >>
  /AntiAliasMonoImages false
  /CropMonoImages true
  /MonoImageMinResolution 1200
  /MonoImageMinResolutionPolicy /OK
  /DownsampleMonoImages true
  /MonoImageDownsampleType /Bicubic
  /MonoImageResolution 1200
  /MonoImageDepth -1
  /MonoImageDownsampleThreshold 1.50000
  /EncodeMonoImages true
  /MonoImageFilter /CCITTFaxEncode
  /MonoImageDict <<
    /K -1
  >>
  /AllowPSXObjects false
  /CheckCompliance [
    /None
  ]
  /PDFX1aCheck false
  /PDFX3Check false
  /PDFXCompliantPDFOnly false
  /PDFXNoTrimBoxError true
  /PDFXTrimBoxToMediaBoxOffset [
    0.00000
    0.00000
    0.00000
    0.00000
  ]
  /PDFXSetBleedBoxToMediaBox true
  /PDFXBleedBoxToTrimBoxOffset [
    0.00000
    0.00000
    0.00000
    0.00000
  ]
  /PDFXOutputIntentProfile ()
  /PDFXOutputConditionIdentifier ()
  /PDFXOutputCondition ()
  /PDFXRegistryName ()
  /PDFXTrapped /False

  /Description <<
    /CHS <FEFF4f7f75288fd94e9b8bbe5b9a521b5efa7684002000500044004600206587686353ef901a8fc7684c976262535370673a548c002000700072006f006f00660065007200208fdb884c9ad88d2891cf62535370300260a853ef4ee54f7f75280020004100630072006f0062006100740020548c002000410064006f00620065002000520065006100640065007200200035002e003000204ee553ca66f49ad87248672c676562535f00521b5efa768400200050004400460020658768633002>
    /CHT <FEFF4f7f752890194e9b8a2d7f6e5efa7acb7684002000410064006f006200650020005000440046002065874ef653ef5728684c9762537088686a5f548c002000700072006f006f00660065007200204e0a73725f979ad854c18cea7684521753706548679c300260a853ef4ee54f7f75280020004100630072006f0062006100740020548c002000410064006f00620065002000520065006100640065007200200035002e003000204ee553ca66f49ad87248672c4f86958b555f5df25efa7acb76840020005000440046002065874ef63002>
    /DAN <>
    /DEU <>
    /ESP <>
    /FRA <>
    /ITA <>
    /JPN <>
    /KOR <FEFFc7740020c124c815c7440020c0acc6a9d558c5ec0020b370c2a4d06cd0d10020d504b9b0d1300020bc0f0020ad50c815ae30c5d0c11c0020ace0d488c9c8b85c0020c778c1c4d560002000410064006f0062006500200050004400460020bb38c11cb97c0020c791c131d569b2c8b2e4002e0020c774b807ac8c0020c791c131b41c00200050004400460020bb38c11cb2940020004100630072006f0062006100740020bc0f002000410064006f00620065002000520065006100640065007200200035002e00300020c774c0c1c5d0c11c0020c5f40020c2180020c788c2b5b2c8b2e4002e>
    /NLD (Gebruik deze instellingen om Adobe PDF-documenten te maken voor kwaliteitsafdrukken op desktopprinters en proofers. De gemaakte PDF-documenten kunnen worden geopend met Acrobat en Adobe Reader 5.0 en hoger.)
    /NOR <>
    /PTB <>
    /SUO <>
    /SVE <>
    /ENU (Use these settings to create Adobe PDF documents for quality printing on desktop printers and proofers.  Created PDF documents can be opened with Acrobat and Adobe Reader 5.0 and later.)
  >>
  /Namespace [
    (Adobe)
    (Common)
    (1.0)
  ]
  /OtherNamespaces [
    <<
      /AsReaderSpreads false
      /CropImagesToFrames true
      /ErrorControl /WarnAndContinue
      /FlattenerIgnoreSpreadOverrides false
      /IncludeGuidesGrids false
      /IncludeNonPrinting false
      /IncludeSlug false
      /Namespace [
        (Adobe)
        (InDesign)
        (4.0)
      ]
      /OmitPlacedBitmaps false
      /OmitPlacedEPS false
      /OmitPlacedPDF false
      /SimulateOverprint /Legacy
    >>
    <<
      /AddBleedMarks false
      /AddColorBars false
      /AddCropMarks false
      /AddPageInfo false
      /AddRegMarks false
      /ConvertColors /NoConversion
      /DestinationProfileName ()
      /DestinationProfileSelector /NA
      /Downsample16BitImages true
      /FlattenerPreset <<
        /PresetSelector /MediumResolution
      >>
      /FormElements false
      /GenerateStructure true
      /IncludeBookmarks false
      /IncludeHyperlinks false
      /IncludeInteractive false
      /IncludeLayers false
      /IncludeProfiles true
      /MultimediaHandling /UseObjectSettings
      /Namespace [
        (Adobe)
        (CreativeSuite)
        (2.0)
      ]
      /PDFXOutputIntentProfileSelector /NA
      /PreserveEditing true
      /UntaggedCMYKHandling /LeaveUntagged
      /UntaggedRGBHandling /LeaveUntagged
      /UseDocumentBleed false
    >>
  ]
>> setdistillerparams
<<
  /HWResolution [2400 2400]
  /PageSize [612.000 792.000]
>> setpagedevice


